EMK3 Midstream - System Administration and Internal Controls
Establish strong internal controls around key pipeline operational processes

At the heart of section 404 in the Sarbanes-Oxley Act is the mandate Fig. 1 — Dashboard with Alerts and Approvals

to evaluate and report on the effectiveness of internal controls over e
corporate financials. Effective information technology and the controls
placed on infrastructure, access, and data management are the
foundation of a sound compliance architecture. EMK3'’s application
suite can assist in establishing strong internal controls around key
pipeline operational processes.

Key Features .,... e

Managed Security: Controlled access to all data, functions, and
processes through user id and password authentication. You can
also designate what information a user can access and what
actions they can perform (like Read-Only, Add, Edit, Delete).

Role-Based Security: Assign access rights to users by defining
roles and associating users to roles. The user inherits the
permissions of the role.

Integration with Corporate AD: Integrate EMK3'’s application
security in with your existing corporate Active Directory so that the
users log into EMK3 with their network account.
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e Extensive Audit Logging: Track user activity such as logon/logoff
and all Add/Edit/Delete actions for quick auditing and review.
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e Managed Approval Chain: Setup and manage an approval
process by defining an approval chain, tracking the status along
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e Comprehensive Alerting Engine: Set alerts on various parameters
and get proactive naotification of upcoming events that require
action.

e Electronic Document Storage: Store all your contracts and
supporting documentation electronically in a single system for
easy maintenance and retrieval.

e Seamless Process Workflow: Data flows seamlessly from
process-to-process by having extensive built-in functionality for all
operational tasks and flexible integration options for exchanging
information with other systems.
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e Full Information Transparency: Information is stored in a central
database repository for easy access, review, management, and
control.

e Structured Data Storage: All data is stored in an enterprise-class
relational database system (RDBS). Data in an RDBS is
interconnected in a structured and consistent form.
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