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EMK3 Midstream - System Administration and Internal Controls
Establish strong internal controls around key pipeline operational processes

Companies today require strong internal controls over information and
processes effecting corporate financials. Effective information
technology and the controls placed on infrastructure, access, and data
management are the foundation of sound compliance architecture.
EMK3's application suite can assist in establishing strong internal
controls around key pipeline operational processes.

Key Features

e Managed Security: Controlled access to all data, functions, and
processes through user id and password authentication. You can
also designate what information a user can access and what
actions they can perform (like Read-Only, Add, Edit, Delete).

e Role-Based Security: Assign access rights to users by defining
roles and associating users to roles. The user inherits the
permissions of the role.

e Integration with Corporate AD: Integrate EMK3's application
security in with your existing corporate Active Directory so that the
users log into EMK3 with their network account.

e Extensive Audit Logging: Track user activity such as logon/logoff
and all Add/Edit/Delete actions for quick auditing and review.

e Data Locking: Prevent unintentional or unauthorized editing and
deleting of information by locking data.

e Comprehensive Alerting Engine: Set alerts on various parameters
and get proactive notification of upcoming events that require
action.

e Managed Approval Chain: Setup and manage an approval
process by defining an approval chain, tracking the status along
each step, and digitally recording each signature.

e Electronic Document Storage: Store all your contracts and
supporting documentation electronically in a single system for
easy maintenance and retrieval.

e Seamless Process Workflow: Data flows seamlessly from
process-to-process by having extensive built-in functionality for all
operational tasks and flexible integration options for exchanging
information with other systems.

e Full Information Transparency: Information is stored in a central
database repository for easy access, review, management, and
control.

e Structured Data Storage: All data is stored in an enterprise-class
relational database system (RDBS). Data in an RDBS is
interconnected in a structured and consistent form.

Fig. 1 — Dashboard with Alerts and Approvals
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Fig. 2 — Role-based Securit

Edit Employee Role
Accounting

General Information

N e Ty st Dalined
P Floie Hame Accounting
Deseripton

Role-Baned Security Settings
Gas #/L Operations
Modules

Markst Data
Msters and Production
Contracts
Newms and Alleestens

0| (1 {03

Gas P/L EB8 Modules
EES Favirar

EBS Conlg
Salact Omployaes
Available m‘-h,m Sebectad Ermploynes
ITeat [LAdd. ABC D
Justn Wilnsche P r o] Dand Copp
MaryFrance Duibea Shem | Tast Usar
Randy Aoias = All > a4l Tast

Log Ol User Infa

Audit Log
[ Modds:  —M- = Bzeovs Lowl -4 - =)
Fiest Hame Last Hame Date: o [=]oom
Piosies: |- =
easag Seare |
Benuirs: did Found, Puge § ol § EDUE |7w, "] @
Aor L 30N 10/14124 AN Calcelwe PALOPI  Ravesas Raportng ABC Dww I
Pipsing Prus [fes] bapanans e ..I.,.l.m For Jas 2018 wah Fiaal
acsuntng status far 3 noms
B e 1m 2001 10idce s B BLOps  Mams and ABE Bux
Miecan
A Awuwrt Peol nr--l\nn nw.- e 203 E nn)- i - et b
atar B aie 81 th AhiEcar contract e
[ A 183000 1001330 M8 Calinlete B Op  Revwiun Rapacting  ABS Dur
Piine Prcn () Gepwrass v cactstd for Jun 3045 it il
Agr G I0EL 1011313 M Culets PLOM  Cowsas A e
Pl et e Backal Db’ s dabeted s Roswiph Bosind Wikl
i L o8 Ehper contract with Shinser Contrac Me. G04-127.
Adparmant mes Miemum Charge wth dessny 00000 Mg
prr-apen
[ Aerin 200t 1011239 MM  Culrulste BLOB  Rivasus Rapiting  ABE Dav
Pursing Prte (Fa] Enberias masn sbiudined e 308 3019 wih Fiael
scoounting stwtus for 3 nominatons.
[E %erim 3081 1000037 A8 Celcelme PLOR  Wwrwtws Rapertng  ABC Dwr
Brpalne Druw (Fea) hwuu -w- ulr.l-e.d for Jum 2010 with Fisal
Scruntng status for & nom
e L BBEE 18010005 AM Eaiteiste PO Revmtim Rapating  ABS Dex
Zipvine Pecn (Fee] pwneay s cacivtd fo Jun 3045 w0 e
..... s Tor 36 raminate.

©2011 EMKA. All rights reserved. This document is for informational purposes only. EMK3 MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY.



